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Key Notes

Active Directory Accounts

All Study Monitors are required to have an Active Directory (AD) Account to access any of the systems at
UNMC/Nebraska Medicine. In the chance that access needs urgently revoked, this can be done using the AD account,
instead of having to revoke access to each individual system.

e AD accounts require a DOB however, Monitors do not use personal identifiers.
o The study team will communicate a default DOB to the Monitor
= The DOB is used for identification when calling the Help Desk, Activating AD accounts, and
Resetting Passwords

Study Monitor Visit Request Form

Monitors will be able to access the new Visit Request Form on their own via the CRC webpage
(https://www.unmc.edu/cctr/resources/crc/studyMonitor.html). They will email the completed form to the study
coordinator, along with the signed Confidentiality Agreement, when applicable.

AboutUs  Resources & Services  Forthe Public  Clinical Trigls ~ Community Engagement  Education

UMMC » CCTR » Resources & Services » Clinical Research Center (CRC)

» CCTR Pilot Grant The Clinical Research Center (CRC) is an outpatient clinical research Visit Ug
. - facility with skilled research nurses and a core laboratory which can also
Biostatistics
assists with inpatient protocols. More than 50 protocols and 100
IRB

investigators, on average, are supported by CRC resources. The CRC is

located on the third floor of the University Hospital, room 3480.
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To access UNMC/Nebraska Medicine systems, the monitor
above request form for the first time, account information w
notified that an account is set up, this guide will walk throug

necessary research applications:
[Cess

I + Study Monitor Access Setup Guide I

Two-Factor Authentication

Monitors will have to complete Two-Factor Authentication (2FA) to be able to access One Chart Link, Advarra EDC, and
Advarra eREG. 2FA reduces the likelihood that hackers can successfully impersonate a Monitor and gain access to the
systems. Monitors will need to set up this on their own, and can reference the Monitor Access Setup Guide that is also
on the CRC webpage.
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Prep Steps Prior to Entering Request

1. Obtain the PID# that is located in CTMS under PC
Console>Documents/Info Tab.

2. Ifthereis no PID listed, you will need to identify if the
study is through SPA or UNeHealth by reviewing the
Internal Account No. (WBS), under PC Console>Main>

Management tab.
If the last 3 numbers are 888, this is

a.

UNeHealth, please contact

amanda.leingang@unmc.edu for the PID#

If the last 3 numbers are 001, 002, 003, etc.
please contact SPAdmin@unmc.edu. for the

PID#.

[#* PC Console

q

otoco 0.°

Protocol Target Accrual
RC Total Accrual Goal (Upper)

Select Protocol

Main

Treatment

Instiution

Accrual

Sty

Reviews

Library: General Medicine

Accrual To Dy
AttachmentsUinks FAQs ArchiveNotes
Exsemal EDC URL
» Fra,e«.:o:r:w‘07 123456
Contracting)

Soudy Intake Form

Select Protocol

Treatment

»

Details || Management || Starf || Sponsor || iNDmDE || ciinicartris

Management Details
IRB Mo

SRC Mo

Institution

CCTR Parficipafion

Accrual

Status

»

Reviews

»

Documents/info

»

Comments

Coding Scheme

Intemgl Account
Mo
Treatment date to be entered No
before On Study date

1

C+AE v5.0

36-5270-2185-388

Automated MRN  No

Hospital Account
Mo

Pharmacy Mo

SRC Review
Required No

CCTR No

Popu

3. Add MRNs and Subjects initials to the Monitor Visit Request Form.

a.
b.

Open the Monitor’s PDF request form that they emailed, and add the One Chart MRNs and initials.
If there are more than 10 subject charts to be reviewed, those IDs/MRNs can be provided as an
attachment via a Word doc, Excel, etc. and are not required to be on the request form.

Monitor to Complete é Columns to be completed by the Study Coordinator )
Charts Requested (Subject ID) Medical Record # Subject Initials e
-
AB1245-12 0989995 F.Z & -
o ——
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Creating a Service Request for Research

Monitors

9=

It may take up to 3 weeks for access setup to be complete after a request has been entered. Be sure there
is enough lead time from the date you enter the request, to the date the Monitor has requested.

The Study Coordinator will enter the Service Request from self-service portal, ServiceNow. Follow the steps below to
submit a request for Research Monitors.

1. Go ServiceNow

2. Select Request Something.

Announcements AppStore

"

2 =\ Request Something

Products and Services

3. From Popular Items, select IT Services for New/Transfer User

Popular Items

Item

Zto A All Other
Issues

Application
Issues
b F i ™

» .,

=Ue

h{ IT Services for
New/Transfer

User

Description

For all other issues and support

Forissues with software you are currently using. Not to be used for

requesting new access or service.

e ™ PP A

New or Transfer IT Services Request

e

»

W

e

5|Page


https://nebraskamed.service-now.com/esc/

4. For New user set up or transfer? - select New User Setup.

o=

All Monitor requests will be New User Setup regardless of whether the Monitor is new or returning.

5. For Persona Type — select Research Monitor
6. For Start Date — enter the date the visit starts.

7. If entering an Alternate Contact, type the coordinator’s first and last name and contact info.

IT Services for New/Transfer User

New or Transfer IT Services Request

Describe Needs

Use this request for a new or transferred user access needs |
necessary tasks to enable them to be productive on day one.

* Indicates required

Who iIs opening this request?

| @  Research Coordinator

New user setup or transfer?

| New User Setup

*Persona Type

e| Research Monitor

*Start Date

| 2023-08-07

*Provide an alternate contact?

| Yes

* Alternate contact name

|_ O f there is an alternate contact, enter name here

*Alternate contact email

| Enter alternate email here
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8. Next, enter the Monitor’s information.
9. The Date of Birth will default. As a reminder, the study team must communicate the default DOB to the

Monitor.

*First Name

e‘ monitor 1st name

Middle Initial

*Last Name

‘ monitor last name

*Email Address

‘ monitor@sponsor com

*Phone Number

‘312-111-1111

*Date of Birth (YYYY-MM-DD)

9]

10. Fill in the following information:
o Sponsor Name

i. If the sponsor’s name cannot be found, select the checkbox next to Sponsor not found and
free text the sponsor’s name.

*Sponsor Name

[] Sponsor not found-.*_

™
Sponsor not found

*Enter sponsor name

Avid Bio

o IRB#

o PID# (Project ID which is found in CTMS under Documents/Info)

o Visit Start and End Date

i. Contracted end date is 45 days and will

auto calculate.

* IRB#

®| 12345

*PID#

| 32168153

*Visit Start Date

| 2023-08.07

*Visit End Date

2023-08-09

* Contracted End Date

¥ 2023002
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If the Monitor is Monitoring more than one study during the same visit, rather than submitting separate
. requests for each study, you may enter multiple IRB#s and PID#s on each line. This is only allowed if the Visit
Start Date and Visit End Date are the same for all studies being Monitored.

11. Under IT Service Options, select Network Access.

IT Service Options

Metwork Access (i.e., Active Directory group, Mailbox, Email Distribution Lists),
FTE Equipment Remaoval, or One Chart Access

12. Select Next
13. From the Choose Options page, select the drop-down carrot V.
o Review the information to ensure accuracy.

Included Items:

=] Additional Services Additional Services Options v

14. Select the boxes for the applications the Monitor will need access to:

o One Chart- access to patient medical records

o Advarra EDC - eCRFs for UNMC Investigator-
initiated studies

o Advarra eREG - electronic regulatory binders

o Vestigo - investigational pharmacy for drug

If there is an unblinded team and
blinded team, then the blinded Monitor
should not have access to Vestigo.
Questions regarding this should be
directed to Investigational Pharmacy
studies) prior to submitting the request.

=D

15. One Chart Access Options — select One Chart Link

Check with your regulatory coordinator

® to confirm your study is in eREG if you

are not sure

Service

| Netwirk Access

File Transfer Protocol (FTP) Folder Access
Equipment removal

One Chart

Advarra EDC — Activation Link

Advarra eReg — Activation Link

Vestigo

<< <N NEEmE

One Chart Access Options (Select all that Apply)

[} Add user to department Mobile Device group

[] Additional One Chart Security for another job role

[[J EPCS -ePrescribe

["] One Chart Access for Environmental Sves and Transport staff

[] One Chart Access for IT Analyst Only to all build environments and Production
One Chart Link

16. Select Next
17. Select Submit

?
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18. An email will be sent with the Service Request ID. This is a reference to keep when there are questions
related to status.

=D

The Authorizing Manager has 3 days from request creation to approve, otherwise the request
will get auto-closed and the access request will be cancelled
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Initial Training and Access Setup

Once the AD account has been generated, the Identity and Access Management Team will send two separate emails
directly to the Monitors. The first email provides instructions to claim their account. Once the Monitor has successfully
claimed their account, the Identity and Access Management Team will send a confirmation email to the Monitor with
login information.

If this is the Monitor’s first visit with our organization, they will be required to complete the following:
1. Setup DUO Mobile- instructions can be found in the Monitor Access Setup Guide
2. The Monitor’s account is activated in Advarra eREG and an activation email is sent to the Monitor.
o The Monitor has 24 hours to click on the link within the email to activate their account. If
link has expired before the Monitor activates their account, they will need to contact the
Help Desk at 402-559-7700 option 2 to have the activation link resent.

The Study Coordinator (or person that entered the request) will receive three emails:

- Initial email that notifies you of the request number to use a reference if needed

- Asecond email that notifies you that the Monitor’s AD account has been generated. See example below.
- Athird email that notifies you when the request has been closed

University of Nebraska Medical Center | Nebraska Medicine

Identity & Access Management

Hi,
A Nebraska Medicine Account has been generated for John Brad.

Nebraska Medicine Username: jbrad
Department: Research Monitoring

The user will receive a separate email containing the steps to claim their account.

ELE 3 NOTE ok

FINAL PROCESSING MAY TAKE UP TO 24 HOURS TO COMPLETE BEFORE YOUR ACCOUNT IS AVAILABLE FOR LOGIN.

Users are responsible and accountable for access under their enterprise accounts. No one should use the ID or password of another, nor should anyo
For more information call the help desk at 559-7700 or email helpdesk@unmc.edu.

Thank you
Identity & Access Management Team

When the request is closed, that indicates that access to the appropriate applications has been activated. If the Monitor
will be reviewing subject medical records, Monitors must be granted access to patient.

e For general medicine studies, the Study Coordinator emails the completed Monitor Visit Request form (includes
the MRNs, subject initials, and Monitor’s username) to rshMonitoraccess@unmc.edu, “Research Monitor
Access.”

e For oncology studies, the data coordinator will grant access.
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Subsequent Visits: Catalog Iltem Request
Creation

A Catalog Item Request needs to be entered each time a Monitor comes for a site visit. See steps 1 to 18.

Monitor Password Information
If a Monitor’s subsequent visit is within 45 days of their last visit date, no additional setup is needed from the Identity
and Access Management Team.

If the Monitor’s subsequent visit is more than 45 days from their last visit date, the Identity and Access Management
Team will need to reactivate the account. The Monitor will receive an email notification as previously mentioned.

They will not need to setup DUO Mobile again.
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Technical Support

Internal Resources

DUO Mobile- Call the Help Desk 402-559-7700, option 2

One Chart- OneChartResearch@nebraskamed.com

eREG/EDC- CTMS@nebraskamed.com

Vestigo- investigationalpharmacy@nebraskamed.com

FAQ document can be found on the Study Monitor Visit webpage

Appllcatlons for Monitors

One Chart Link (Subject’s Medical Records)
eREG (Electronic Regulatory Binder)
Vestigo (Investigational Pharmacy)

EDC (Electronic Data Capture)
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